IERAREETWAFRSHINIGEZEIRE

FE K
EEAFATTEFD
2018-10-20




® RS
® ARFENA
® =ZTEBR

® 2Tk




RS

mRAERs Q)
NERURG <

zewmitRs B

[Q webRIFBBFX 15 } ) RN




B RRAOEIA —— IR

- MMULSIESRE, ItERKFEELE10002 1™
raw = surcyllil==

» MMubfRELE, RAZIED ). HR. BUAE

ST

+ MNMubDthRE, RSRHMEEFRSZESEE, P

I T ERMEL

XY

I

IZ 1A

N
/

.



[AJREFOERAR —— BR

. PR LSRR
. AL R R

g
=




B RRAOEIA —— IR

» 2017 FREEAFENRINILEFET 7251, &8
2016518 T2920%;

o« HIMARZEXTERAIwebN FA TG




B RRAOEIA —— IR

- PIREZE:
1. MUEEEZS
2. UL ETEME
3. Mub AR




FEENRMuGHITREFERE, BE ARG

ok
£l

HENWuLER MNP M EEER, BE
LARJiud /9 SR B4R EE RO B e D

RIEMUERIIERIAIE), XFFER, BEsts

17

REMLEERZ TRZNEERRN, BEEREEE
HIRE




UU

c (TR BEBMIRA LEIRZ 2RE
s TR EAEERS

LR BRAHIRHIFEE
. . B—EEREME

. BEAE
. {ERRXBE




ZFH

EFH

EFH

I

S

| gmmva |

 shEEs




«  ModSecurityFZIh8E
. R
BT

o m;
T

* N5 |ZE

« ModSecurity E{thFa:
1.

/

IR

2. TRAERE
3. MEERE

/

/

cleonu

P

4

ModSecurity Phase:5
Logging

logging

\

AN

v

FModSecurityB9nz FRGIFARSS

(wait)

post-reod-request

PN

ModSecurity Phase:1
Request Headers

| RESPONSE

ModSecurity Phase:4
Response Body

v

=

document

AN

URI translation
T\"
4
Header parsing
!
access control
v
avthentication
’
avthorization
7
MIME type checking
»
fixups I\Rn::f:;uég :hase:z

ModSecurity Phase:3

Response Headers




>z
T

1

> 1BKES

74
o

1

k=3

web N H ik 55 2%

/AR

T B

H



sADOIN=EH NG

4R N o 4 )
Bh3FRLR BAIFRLR

HERR HSRR
BCEER FCERIR

REfATL5ekE

% aE/aa el AR PP R 3. N PP A Y.

"

[ SRS J [ RIFBARSS 3 }




SAASHIETE

AFBEEXM

AR EIEEA e

FAFES - SRS

AP iR S R
{sEFR[a)RR LB E



RGN
d b

RGEARSS R

g <4
B
fR%5

web
2
Brtr
FR%

1t
8

Ll
%)
R

s
AR5

b &
\ TR T qamwpambj




REFENE — SEBESINEE

ohhIFIRSEEYS

g ; Resti
B API

XFIMRSS

APEE B EE

RS RS

= =]
] =}
i= )
34 u
H iR
& 5

=)
B
(5
B




RENE

MiER

web N FH AR 55 2%
A
GOk L 2 7
© 1 2 O ®
3
ApachefR 45 %5
v ®

O A AR R O s Il 4

ModSecurity - 5

WIE7RKT T ~

B RS S IR /AREI=




—————————————————————————————

-—— — — T

%F%ﬁ @wpﬁ %F%ﬁ

e 1_45 Iﬁiﬂziﬁm&%%ﬁ - m»

%ﬁﬁﬁﬁw%ﬁ

___________

%?%ﬁ %%%ﬁ %F%ﬁ

,—————— —_————_————— ————————— —————\

EEI#%% H*%% TERE 2

-—___________-/

- R IR 5 4>

______________7____________ -

-

M‘ﬁﬂﬁgﬁﬁ
EEERR
it aREl=l
FRHTR
HEARSS =8
R RS =S

1
2
5
1
1
1

A~ A BADN

2GB
16GB
16GB
4GB
4GB




pku.edu.c

ANEE

HE pku.edu.cn
REMMID 958291,981231
FEFIFNISE 9 © TR 8 O 5% hiY 9 O iFRHERH
9 © HTTPHilE 8 O EEMNBEA 8 O BERE
8 @ saLiEA 9 O BipA 0 O SRS
8 O3 QO5x% 8 O iFEKRiAE
© RN © MARTBAY 0 O XBE

3 EXS ] BRI

plig 1= bt

1E{TIBR —— FOiFA

[18/0ct/2018:20:10:34 +0800] W8h40OqJphdcAABogPWBAAAD2 116.228.88.252 37696 162.105.133.221 80
GET /start../ HTTP/1.1

Message: Access denied with code 403 (phase 2). Operator EQ matched 0 at REQUEST_HEADERS. [file “/home/apache/waf/modsecurity/base_rules
/modsecurity_crs_21_protocol_anomalies.conf'] [line “47"] [id *960015"] [rev "1"] [msg "Request Missing an Accept Header"] [severity “NOTICE"] [ver
"OWASP_CRS/2.2.9"] [maturity "9"] [accuracy "9"] [tag "OWASP_CRS/PROTOCOL_VIOLATION/MISSING_HEADER_ACCEPT"] [tag
"WASCTC/WASC-21"] [tag "OWASP_TOP_10/A7"] [tag "PCI/6.5.10"]

[18/0ct/2018:20:39:37 +0800] W8h-CaJphdcAAB83Q@cAAAD7 104.42.198.99 30648 162.105.133.221 80

GET /docs/20170829132658479712.zip HTTP/1.1

Message: Access denied with code 403 (phase 2). Operator EQ matched 0 at REQUEST_HEADERS. [file "/home/apache/waf/modsecurity/base_rules
/modsecurity_crs_21_protocol_anomalies.conf*] [line “47"] [id *960015"] [rev "1"] [msg “Request Missing an Accept Header"] [severity “NOTICE"] [ver

"OWASP_CRS/2.2.9"] [maturity “9°] [accuracy "9'] [tag "OWASP_CRS/PROTOCOL_VIOLATION/MISSING_HEADER_ACCEPT"] tag
"WASCTC/WASC-21"] [tag "OWASP_TOP_10/A7"] [tag "PCI/6.5.10°]

[18/0ct/2018:22:43:50 +0800] W8icJgJphdcAADOSKIBAAADF 122.226.92.114 50380 162.105.133.221 80
POST //meng/?q=({${eval%28%_POST[%27Rainy%27]%29}} HTTP/1.1
Message: Access denied with code 403 (phase 2). Pattern match "\W{4.,}" at ARGS:q. [file “/home/apache/waf/modsecurity/base_rules

/modsecurity_crs_40_generic_attacks.conf”] [line "377] [id "9600247] [rev "2"] [msg "Meta-Character Anomaly Detection Alert - Repetative Non-Word
Characters”] [data "Matched Data: )}} found within ARGS:q: {${eval($_POST['Rainy]}}}"] [ver "OWASP_CRS/2.2.9"] [maturity 9] [accuracy "8"]
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